Suspicous Emails
(Phisning)

This guide provides clear, step-by-step instructions for identifying and reporting phishing emails
using Microsoft Outlook (2016, 2024, and Outlook Web App). It outlines the proper use of the built-
in reporting tools, explains how to safely handle suspicious messages, and offers best practices to
protect yourself and the university from email-based threats.
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Handling Suspicious Emails

44 “1 think I’'ve received a Phishing email! What should | do?!”

Do not click on Links or open Attachments
Avoid Interacting with any content in the email
Verify the Sender

Use the Report Phishing button in Outlook to report phishing emails to the IT Department

Outlook (New) Click this link to view instructions

Remove the phishing email from your inbox and trash folders after reporting it to IT



https://wiki.piedmont.edu/books/student-resources/page/outlook-new

|dentifying Phishing

URGENT!.. FIGHT CORONA FOUNDATION WORLDWIDE:

1 & “ee
@lFIGHT CORONA FOUNDATION WORLDWIDE <cphi@ctajpharm.com> | 16 bl Mg telye| o5 Eawl
To ——

Wed 2/5/2020 12:54 AM

Dear Mr/Mrs.. 'hisZ/JiI in an urgent notification from W.H.O{WORLD HEALTH ORG},{UNICEF}, QATAR AIRWAYS,ETIHAD
ATRWAYS, FIFA, U (e "\\/EEU, F.C.F{FIGHT CORONA FOUNDATION} in colaboration with EMIRATES & SOCIETE GENERALE BANK PLC®..!!

We are giving awai 5700,000EUROS fo = Jme people who recieve this e-mail..This is due to the Suddend outbreak of this deadly {{CORONA
VIRUS}} which orig i‘l,_'_JUHAN" and in all the other countries,quarantines will be done for all arriving travelers world-wide
depeneding on the country you travel to within this period like what happend in London 2days ago when a flight arrived from CHINA TO U.K!L..A
quarantine is a restriction on the movement of people and goods which is intended to prevent the spread of disease or pests. It is often used in
connection to disease and iliness, preventing the movement of those who may have been exposed to a communicable disease, but do not have a
confirmed medical diagnosis.!!

NOTE::WORLD HEALTH FIRST.. LETS PUT HANDS TOGETHER TO SAVE QUR GENERATION AND CHILDRENS'...!!48HOURS AFTER MAILL RECIVED YOU
WILL BE EXCLUDED FROM THE LIST IF YOU HAVE NOT CONTACTED YET..WE ARE SORRY BUT ITS FROM THE BOARD!!

Please urgently contact MR ALBERT ZAFER {SOCIETE BANK SECRETARY} to direct you to The CHIEF FINANCIAL OFFICER{MR.PHILIPPE HEIM} who is
in charge of paying you your funds{s700,000EUROS} which is to be paid by SOCIETE GENERALE BANK PLC® for family health-care and sanitisation
urgently!!48hours after mail recieved!!

OFFICE:: SOCIETE BANK SECRETARY
NAME:: MR ALBERT ZAFER 4

E-MAIL:: albert.zaferO@gmail.com

1. Suspicious Senders

e Check the Sender’s email address
e Look for subtle misspellings or unusual domain names

2. Generic Greetings

e Be cautious of generic greetings
e Phishing emails often use greetings like “Dear Customer” instead of your actual name

3. Urgent or Threatening Language

e Beware of emails that create a sense of urgency or fear


https://wiki.piedmont.edu/uploads/images/gallery/2025-06/FLATDcPHRaJxCG8Z-phishing1.png

e Phrases like

“Your account will be suspended,”

“Immediate action required,” or

“URGENT”

e May also promise rewards of some kind

4. Mismatched URLSs

WATCH OUT FOR...

A

- L]
K

From: Security Bank (sccounts securitybans@omal cor)  s————————

l Subject: Action Required!

a sense of urgency
Dear valued cusiomer,

B

You are require to update your account information immediabely 1o
prevent account termination. Please follow link to update password
Infermation and varify your email address:

| et mabwars comhac ot |

spelling &

grammar mistakes Pleass be sure 1o read the updated privacy policies in the attached documeant.

Thanks,
Seaurity Bank Accound

ﬂ oyl g

Grammar and Spelling

e Look for spelling and grammatical errors
e Phishing emails often contain typos and awkward phrasing

an |Higitimate or

unfamiliar address

a generic greeting
or salutation

suspicious links
or links that

don’t match the
destination

unexpected

attachments
{especially files
ending in .exe)

Poor
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e This is often due to attackers using Google Translate to translate into English

Unexpected Attachments or Links

e Do not open unexpected attachments or click on suspicious links
e A link might say ‘www.yourbank.com’ but actually lead to a different website
e Do not open an attachment ifitis a .exe (Windows) or .dng (MacOS)

Reguest for Personal Information

e Legitimate organizations will not ask for sensitive information via email
e Emails asking for passwords, Social Security numbers, or credit card details are likely
phishing attempts

If you Suspect an email is Phishing

If you suspect that an email is a phishing attempt, please refer to Handling Suspicious Emails and
follow the instructions to report the email to the IT Department.



https://wiki.piedmont.edu/books/student-resources/page/handling-suspicious-emails

Outlook (Classic)

. Navigate to Inbox
. Select the email you wish to report, and ensure the email is highlighted

. Under the Home tab, In the far-right corner, select Phish Alert Report
. The email is reported to the IT Department for review

1
2
3
4

Try the new Outlook (@ off)

? =

Reply with Insecure Viva Phish Alert
Scheduling Poll Insights leport

Find Time GpgOL /| Add-in Phish Alert
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Outlook (New)

NEW

Navigate to Inbox

Select the email you wish to report, and ensure the email is highlighted

Select the Home tab

Use the Report button (located next to Reply) to report the email

A popup will appear asking if you’'re sure you’d like to report the email. Select Report
The email is reported to the IT Department for review

These instructions also apply to Outlook Web Online (OWA)
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Security Awareness

PIEDMONT UNIVERSITY @ wacowe:
SECURITY AWARENESS GUIDE

Don't act on urgent or
—— Bea Lion. Not a Number

'ﬂ!ﬂﬂ"ﬂh’lﬁ‘

PIEDMONT

UNIVERSITY

unexpected messages
without confirmation!

PASSWORD SAFETY EMAIL & PHISHING B PHYSICAL SECURITY
One password can Think before you click. Security exists in
open many doors. physical spaces too.
® Do not write passwords ¢ Be cautious “I'hh e Do not hold
on sticky notes. unexpected links. secure doors
e Never share passwords e Verify unusual open.
with others. requests. Wear your
2 = oy s
N e R attachments. ® Report broken
3 ok o | bl MPAhen P badge readers
login pages. ® Secure offices and
e Lock your computer g classrooms.
when away. . :::I;:t;u§|:nous s b8 1.’101: £
devices
unattended.
A STICKY NOTE IS NOT URGENCY IS A @ @ FAMILIAR FACES ARE
A PASSWORD MANAGER. COMMON TACTIC. @A NOT VERIFICATION.
SHARED DEVICE & DESK SAFETY Al & DEEPFAKES
Protect student and university information. Al can imitate someone you trust.

Independent verification is the lock it cannot pick.

® Log out of shared computers.
N E ® Trust the request only after
® Remove printed documents you verify it another way.
promptly. ® Al can fake a voice, face, email,
- ® Keep sensitive paperwork secure. or video.
: i F ° f in ney, i
® Avoid leaving devices unlocked. _Be o sn.andl gmoney sharing
information, or taking urgent
— ® Keep student information action, contact the person or
== private.

organization through a trusted
a LOCK BEFORE YOU WALK.

channel you already know.

9 VERIFY ANOTHER WAY. PROTECT YOURSELF.

IF SOMETHING FEELS OFF:
VERIFY

Verify the request
using a trusted
contact or source.

REPORT

Report it to IT right away.
You may prevent harm
to others.

STOP

Pause and look for
signs of suspicious

activity or requests.
STAY CONNECTED. STAY INFORMED. ﬂ ﬂgggpﬂESme »

Bookmark these resources and check back often! =
) i} - ) 420
We're here to support your success!
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